
Malware Traffic Analysis Report 
 

Case Overview 
A packet capture file (2021-09-14.pcap) containing 3,679 packets was analyzed following 
reports that an endpoint device may have downloaded malware. The objective of this 
investigation was to identify suspicious network activity and extract potential Indicators of 
Compromise (IOCs). 

 

Tools Used 
●​ Kali Linux​

 
●​ tcpdump​

 
●​ WHOIS lookup​

 
●​ VirusTotal​

 

 

Opening the Capture File 
The PCAP file was examined using: 

tcpdump -r 2021-09-14.pcap 
 

To determine the total number of packets in the capture: 

tcpdump -r 2021-09-14.pcap --count 
 

Result: The capture contained 3,679 packets, indicating significant network activity that 
required filtering. 



 

 

 

Filtering for Web Traffic 
Since malware is commonly delivered over HTTP, traffic was filtered to display GET and POST 
requests: 

tcpdump -r 2021-09-14.pcap -A tcp port 80 | egrep "GET|POST" 
 

This filter isolates client web requests that could indicate file downloads or data transmission. 



 

 

Suspicious HTTP Request Identified 
Analysis revealed an HTTP GET request from: 

●​ Source IP (Client): 10.0.0.168​
 

●​ Destination IP (External Server): 103.232.55.148​
 

This shows the internal host initiated communication with an unknown external server. 

 

OSINT Investigation 
The destination IP was investigated further: 

●​ WHOIS Lookup: The IP resolves to infrastructure located in Vietnam​
 

●​ VirusTotal Check: The IP was flagged as suspicious by multiple security vendors​
 

This combination suggests possible malicious hosting activity. 



​
  

 

 

 

 



File Download Observed 
Traffic analysis indicated the endpoint attempted to download a file named: 

.audiodg.exe 
 

Why this is suspicious: 

●​ The file is an executable (.exe)​
 

●​ The naming resembles a legitimate Windows process (audiodg.exe), which malware 
often imitates​
 

 

 

Safely Download and Investigate Malicious File 

The suspicious executable was safely extracted and subjected to static analysis. File hashing 
and string inspection were performed without execution to avoid system compromise. 



 
 

Hash Generation 

The file’s SHA256 hash was calculated: 

Sha256sum .audiodg.exe 
 

 
 

 



Threat Intelligence Verification 

The SHA256 hash was searched on VirusTotal, where the file was flagged as malicious by 40 
security vendors, identifying it as a Trojan. 

This confirms that the observed HTTP traffic resulted in the download of verified malware. 

 

 

 

Indicators of Compromise (IOCs) 
Type Value 

Malicious IP 103.232.55.14
8 

Suspicious File .audiodg.exe 

Affected Host 
Sha256 Hash 

10.0.0.168 
f485d1a65ccf9f
857baa49725d
337c15e8aa34
515b85c8ef59
a72afad7b852
49 

 



 

Conclusion 
This investigation confirms a successful malware download from a malicious external server. 
Network evidence, OSINT analysis, and malware hash verification collectively validate the 
presence of a Trojan infection, supporting escalation for containment and incident response. 

These findings support escalation for: 

●​ Host isolation​
 

●​ Malware scanning​
 

●​ Log correlation​
 

●​ Post-incident response procedures​
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