Malware Traffic Analysis Report

Case Overview

A packet capture file (2021-09-14.pcap) containing 3,679 packets was analyzed following
reports that an endpoint device may have downloaded malware. The objective of this
investigation was to identify suspicious network activity and extract potential Indicators of
Compromise (I0Cs).

Tools Used
e Kali Linux
e tcpdump
e WHOIS lookup

e VirusTotal

Opening the Capture File

The PCAP file was examined using:

tcpdump -r 2021-09-14.pcap

To determine the total number of packets in the capture:

tecpdump -r 2021-09-14.pcap --count

Result: The capture contained 3,679 packets, indicating significant network activity that
required filtering.
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B $ tcpdump -r 2021-09-14.pcap --count
reading from file 2021-09-14.pcap, link-type EN1@MB (Ethernet), snapshot length 262144
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Filtering for Web Traffic

Since malware is commonly delivered over HTTP, traffic was filtered to display GET and POST
requests:

tcpdump -r 2021-09-14.pcap -A tcp port 80 | egrep "GET|POST"

This filter isolates client web requests that could indicate file downloads or data transmission.
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Suspicious HTTP Request Identified

Analysis revealed an HTTP GET request from:

e Source IP (Client): 10.0.0.168

e Destination IP (External Server): 103.232.55.148

This shows the internal host initiated communication with an unknown external server.

OSINT Investigation

The destination IP was investigated further:

e WHOIS Lookup: The IP resolves to infrastructure located in Vietham

e VirusTotal Check: The IP was flagged as suspicious by multiple security vendors

This combination suggests possible malicious hosting activity.
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File Download Observed

Traffic analysis indicated the endpoint attempted to download a file named:

.audiodg.exe

Why this is suspicious:
e The file is an executable (.exe)

e The naming resembles a legitimate Windows process (audiodg.exe), which malware
often imitates

Jan26 18:41
cyber6ixxx@cybersixxx-VirtualBox: ~/Desktop/02_Network_Security/01_tcpdump/PCAPs

&sectionHeight=160&FORM=IE
15:35:31.840413 IP 10.0.0
px?query=http%3A%2F%2F103

49722 13.107.5.80.http: Flags [P.], seq 6948:7614, ack 8039, win 32686, length 666: HTTP: /gsml.as
2.55.148%2Fservice%2F.audiodg.exe&maxwidth=32765&rowheight=20&sectionHeight=160&FORM=IESS02&market=en-US H

SSi
16
23

02&market=en-US HTTP/1.1
.168.
58800 ciBo 1120 00 oo ¢ /qsml.aspx?query=htt %2F%2F103.232.55.148%2Fservice%2F.audiodg.exe8maxwidth=32765&rowheight=20&secti

onHelght=160&FORM=1ESS@2&market=en-US HTTP/1.1
15:35:32.552578 IP 10.0.0.168.49724 > 103.232.55.148.http: Flags [P.], seq 1:282, ack 1, win 32768, length 281: HTTP: /service/.au

diodg.exe HTTP/1.1
.0.0.168.49743 > 136.243.159.53.http: Flags [P.], seq 1:252, ack 1, win 256, length 251: HTTP: /~element/pag
=484 HTTP/1.0
5.0.P.g....P.P...yy.. /~element/page.php?id=484 HTTP/1.0
5.183946 IP 10.0.0.168.49744 > 136.243.159.53.http: Flags [P.], seq 1: , ack 1, win 256, length 251: HTTP: /~element/pag
e.php?id=484 HTTP/1.0
P /~element/page.php?id=484 HTTP/1.0
15:36:45.679415 IP 10.0.0.168.49745 > 136.243.159.53.http: Flags [P.], seq 1: c 1, win 256, length 251: HTTP: /~element/pag
e.php?id=484 HTTP/1.0
~dPooc /~element/page.php?id=484 HTTP/1.0
15:36:55.102390 IP 10.0.0.168.49747 > 93.184.220.29.http: Flags [P.], seq 1:241, ack 1, win 256, length 240: HTTP: /MFEWTZBNMESWST
AJBQUrDgMCGgUABBQSO0tx%2FhOZt1%2Bz8S1PI7TWEWVXD1QQUT1JIUIBLVSUNUSG%2F6%2BrkS7QYXjzkCEAL177e19ggnWel]jGAvdGLO%3D HTTP/1.1
coc S.Pa..]..f.P...:L.. /MFEWTzBNMESwSTAJBgUrDgMCGgUABBQ500tx%2FhOZt1%2Bz8S1PI7TWEWVXD1QQUT1JUIBiVSuUNUSg%2F6%2BrkS7QYXjzkCEALTTe
19ggmWelJjG4avdGLO%3D HTTP/1.1
S tcpdump -r 2021-89-14.pcap -A tcp port 80 | egrep "GE

SN N Q

Safely Download and Investigate Malicious File

The suspicious executable was safely extracted and subjected to static analysis. File hashing
and string inspection were performed without execution to avoid system compromise.
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Hash Generation
The file’s SHA256 hash was calculated:
Sha256sum .audiodg.exe
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cyber6ixxx@cyber6ixxx-VirtualBox: ~/Desktop/02_Network_Security/02_Wireshark

$ 1s
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g $ sha256 .audiodg.exe
Command 'sha256' not found, but can be installed with:
sudo apt install hashalot

g S sha256sum .audiodg.exe
f485d1a65ccfof857baad9725d337c15e8aa34515b85c8ef59a72afad7b85249 .audiodg.exe

2 $ sha256sum .audiodg.exe 8&& shalsum .audiodg.exe && mdSsum
.audiodg.exe

485d1a65ccf9f857baad9725d337c15e8aa34515b85cB8ef59a72afad7b852 49NNk Tels [s IH=PE-Y
4fff997f6479d3535b093abe1a5e297a3548d959 .audiodg.exe
dadf1a581f73ae0984cc58b61e12bd4c .audiodg.exe




Threat Intelligence Verification

The SHA256 hash was searched on VirusTotal, where the file was flagged as malicious by 40
security vendors, identifying it as a Trojan.

This confirms that the observed HTTP traffic resulted in the download of verified malware.
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Conclusion
This investigation confirms a successful malware download from a malicious external server.

Network evidence, OSINT analysis, and malware hash verification collectively validate the
presence of a Trojan infection, supporting escalation for containment and incident response.

These findings support escalation for:

e Host isolation
e Malware scanning
e Log correlation

e Post-incident response procedures
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